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DOWN THE RABBIT HOLE
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A deeper look into the dark web architecture
02.
What is to be found on this platform
03.
Innovative technologies? The Dark Web & Blockchain
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Syndicates, collaboration and execution
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“BEGIN AT THE BEGINNING” Lewis carroLL
The Dark Web Evolution

Michael Reed
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A brief capture of the Tor browser history and evolution
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https://www.torproject.org/about/history/

“BEGIN AT THE BEGINNING”
What is TOR?

DuckDuckGo — Privacy, simplified. - Tor Browser © File Edit View History Bookmarks Tools Help - o x
@ DuckDuckGo — Priv

<« C o i) da Duck Duck Go, Inc.(US) 3g2upldpc s 7| © ¥ Searc @ & giobaj7wyczbgie.onion

.

DuckDuckGo

2upl4pgbkufc4m onion/about
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“BEGIN AT THE BEGINNING”
The Dark Web Evolution — Indexed & non Indexed pages

Hidde

iki
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The Hidden Wiki

Hidden Wiki - Tor Wiki - Onion Links Directory

Welcome to the new Hidden Wiki, your Deep Web ur list. Partly moderated and without spam lin
wikitjerrtadqgz4.onion

Editor's picks [edit]

Bored? Pick a random page from the article index and replace one of the five slots with it.
LINKS & Directory for .onion sites, moderated.
et & - Anonymous Bitcoin Wallet and Bitcoin Laundry.
in ¢ - Bitcoin Wallet with free Bitcoin Mixer.
ing guide - Mixing/Cleaning bitcoins before using them on Silkroad.

Volunteer TODO [edit]

Bored? Here are five random things to help out with

1. Plunder other hidden senice lists for links and place them here

2. File the SnapBBSindex links wherever they go.

3. Set external links to HTTPS where available, good certificate, and same content.
4. Care to start recording onionland's history? Check out Onionland's Museum.

5. Perform Dead Senvices Duties

Introduction Points [edit]

OnionLand link indexes and search engines
= Ahmia fig - Clearnet search engine for Tor Hidden Sewvices (allows you to add new sites to
atabase)
n g - Simple onion bootstrapping
ch & - Another search engine.
(5o & - A Hidden Semwvice that searches the clearnet.
i - Tor / 12p web proxy.

[edit]

now located at easy to remember url:

Contents [hide]
1 Policy Announcement
2 Editors pi
olunteer TODO
4 Introduction Paints
5 Marketpla
Financial Se

5.2 Commercial S

6 Hosting / Web / File / Image

eblowing
1.1 WikiLeaks
11.2 Operation AntiSec

47 1 1 BManeammareial (EY
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“IF YOU DON'T KNOW WHERE YOU ARE GOING
ANY ROAD CAN TAKE YOU THERE”

Network topology, VPN and encryption process
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‘IF YOU DON'T KNOW WHERE YOU ARE GOING
ANY ROAD CAN TAKE YOU THERE”

Network topology, VPN and encryption process

Encrypted
N\

/ \
/
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Relay node

ST

Entry node

TOR
NETWORK
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‘IF YOU DON'T KNOW WHERE YOU ARE GOING
ANY ROAD CAN TAKE YOU THERE”

Network topology, VPN and encryption process

A

Il
Entry EEW, Exit / k‘m
node node node

(Key 1) (Key 2) (Key 3) \ n
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“WHO IN THE WORLD AM 1?”

How does One keep Anonymous on the Dark Web?

About Tor b+

¢ @

Tor Browser 9.0.5
View Changelog

See what's new
in Tor Browser

=

Explore. Privately.

You're ready for the world's most private browsing experience.

torbrowser-instal
l-winf4-9.0.5_en-

U ':p @ Get the latest news from Tor straight to your inbox. Sign up for Tor News. »

Keep Tor strong. Donate Now »

Questions? Check our Tor Browser Manual »

The Tor Project is a US 501(c)3) non-profit organization advancing human rights and freedoms by creating and deploying free and open source
anonymity and privacy technologies, supporting their unrestricted svailability and use, and furthering their scientific and popular understanding. Get

Involved »

Check Point
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®

'i_i'; Mew Tab

Maximizing Ter Browser can allow websites to determine your monitor size, which can be used to track you.
We recommend that you leave Tor Browser windows in their eriginal default size,
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"WHO IN THE WORLD AM 177

Exit Relay — Exposure node

The TOR Network
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“THE MORE THERE IS OF MINE,
THE LESS THERE IS OF YOURS”

Dark Net Nodes Paradigm — Reveal the Man Behind the Keyboard

TOP SECRET/COMINT/ REL FVEY TOP SECRET/COMINT/ REL FVEY TOP SECRET//COMINT/ REL FVEY

REMATION Il ., Nodes: Baseline Our Nodes ...,

How many nodes do we have cooperative or
direct access to? Can we deploy similar code
to these nodes to aid with circuit
reconstruction?

Can we do packet timing attacks using nodes?

Can we use the nodes to shape traffic flow?

Can we use the nodes to deny/degrade/disrupt
comms to certain sites?

* Joint NSA GCHQ counter-Tor workshop
* Week one at MHS focus on analytics
* Week two at GCHQ focus on exploitation

@ Stinks .
I

index.php?title=REMATION
CT SIGDEV

JUN 2012

Derived From: NSA/CSSM 1-52
Dated: 20070108
Dedlassify On: 20370101

TOP SECRET//COMINT// REL FVEY TOP SECRET/COMINT// REL FVEY

TOP SECRET/COMINT/ REL FVEY I

(=3 Check Point ©2020 Ched R6R3 Shéick ArwifiesbfimagesEdthnologies Ltd.
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“THE MORE THERE IS OF MINE,
THE LESS THERE IS OF YOURS”

Known Exploits, Reveal the Man Behind the Keyboard
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“THE MORE THERE IS OF MINE,
THE LESS THERE IS OF YOURS”

Node and TOR Exploits — Real life example

ST S
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MORE THAN A MARKETPLACE

What is to be found on this platform

Welcome! | Silk R

Silk Road

anonymous marketplace [ (search ) | E(0)

h
Drugs(1582)
Cannabis(271)
Dissociatives(33)
Ecstasy(217)
Opioids(106)
Other(65)
Prescription(274)
Psychedelics(306)
Stimulants(190)
Apparel(37)
Art(1)
Books(300)
Computer
equipment(9)
Digital goods(218)
Drug
paraphernalia(33)
Electronics(13)
Erotica(165)
Fireworks(1)
Food(1)
Forgeries(34)
Hardware(1)
Home & Garden(5)
Lab Supplies(5)
Medical(3)
Money(89)
Musical
instruments(2)

10 Grams high grade
MDMA 80+%

B61.17

S Grams of pure MDMA
crystals

B42.04

(2

3.5g Albino Rhino (weed)

B12.37

Welcome OzFreelancer!

messages(0) | orders(0) | account(B0.00) | settings | log out

.

Amphetamines sulfate /
Speed freebase...

B28.59

Dr Am

100 red Y tablets 111mg
(lab tested)...

B97.77

Smi letabs
on silkroad

10mg Flexeril (muscle
relaxant)...

B3.22

("~ AN

2g Jack Frost (weed) *420
SALE=~===

B8.54

Michael
Jackson

Michael Jackson
Discography 1971-2009...
B2.52

==*10gr. Amphetamine
Sulphate...

B33.19

News:

e The gift that keeps
on giving

Who's your
favorite?

Acknowledging
Heroes

A new annonymous
market The
Armory!

State of the Road
Address

Check Point
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MORE THAN A MARKETPLACE

What is to be found on this platform

File Edit View History Bookmarks Took Help

[ Facebook-LaginorsignUp  X_Iee

File Edit View History Bookmarks Tools Help File Edit View History Bookmarks TJools Help
© Welcometo the CIA Web Site - X [

&« C o @ & ciadotgovasjwizinbbgxnqg3xiyrg7s02r203It5wz5ypkdsxyjstad.onion

p—

THE WORK OF A NATION. 5
I{EEEE#IG NCE THE CENTER OF INTELLIGENCE. Roiicho LB lnes oy Eapes

= oy 3 Y Y it Espaf I
Sunday, 8 Mal t» S Frangais Pycckuit Espafiol More » byle Food Travel Magazine TMagazine RealEstate  Video

HOME  ABOUTCIA  CAREERS & INTERNSHIPS ~ OFFICESOFCIA  NEWS & INFORMATION  LIBRARY  SPY KIDS : ‘Coronavirus Briefing’ = - s3°F
'med guide to the global Dow 1% 4 62° 39°
pk. E Ashburn, VA

Nasdaq
CONNECT WITH CIA

oEQ-
Katk Stewart
Tweets by @CIA Don't Let Trump Pay Back Evangelicals Like This

New rules promulgated by his administration to advance
‘religious freedom’ will actually restrict it.

How Working-Class Life Is
Killing Americans, in Charts
It's not just older Americans
dying of “despair”

Artifact of the Week: Eloise Page ID

Eloise Page began her intelligence career in 1942 as a secretary to OSS chief William  CIA MUSEUM COLLECTION
Donovan. A Virginia native, she transferred to the newly formed CIA in 1947 and rose
steadily through its ranks to become the CIA's first female chief of a flagship station and, as a

READ MORE —
senior executive, the first female head of a major component of the Intelligence Community.

How to Start the The Coronavirus Is
Conversation About Coming for Trump’s
Gender Equality Presidency

ABOUT CIA RESOURCES WORK FOR CIA

Headquarters Tour i~ " World Factbook
Take a look inside the View information on 267
CIA. world entities. y o clandestine work,

u —
ge skills to prote
£ Interactive Center for the Study
Timeline of Intelligence » View Career Opportunities
Experience more than Oui dies in Intelligence
60 years of CIA history. promotes public
understanding of
Learn More About CIA intelligence.

» Application Process
» Foreign Language

) Check Point

SOFTWARE TECHNOLOGIES LTD. ©2020 Chec@BOMGbémkﬂ@ifﬁesbfmi/agézeﬁdﬂﬁnologies Ltd.




MORE THAN A MARKETPLACE

What is to be found on this platform

File Edit View History Bookmarks Tools Help = o File Edit View History Bookmarks Tools Help = o

[] HIDDEN MARKETPLACE x oy [ Gift cards - Hidden Marketpla- X [iad

C o ® & hidden24vowyrcic.onion C o e BB ms x » =

Sort By: Popular ~

@ & hidden24vowyrcic.onion/

,/Products

VISA

Visa Perpaid x1
(32008)

-} r- Money hub

Western Unon
transfer 800$

. Vendor: Speed

Transfer

$99.00

Master Card
Perpaid
x5(16000$

PayPal

PayPal Money
Transfer 7508

@8 Vendor: Money hub

$75.00

@ mostercard

Master Card
Perpaid x3
(96008)

. ‘endor: Money hub

$330.00

Platinum prepaid
(MC) - 3500 USD
x2

Hacked Bangbros
Account (8-9
Months Access)

) Vendor. Porn Hacker

$29.00

g

Prepaid VISA (x2)
6000 Balance

a or: KFces

$199.00
$177.00

CC Dump - 3000
Balance

a ndor: KFccs

PayPal

Amazon gift card

PayPal transfer
8 -500$ Balance

‘ Vendor: Speed
Transfer

$99.00

PayPal

-
PayPal transfer $3000 (60 bills x
$2000 $50)

'ix.emm GROVE
STREET

$340.00
$299.00

maestro

EVGA FTW3 Ultra Maestro Prepaid
Gaming GeForce CC - $2500

RTX 2080 Ti balance
Triple-Fan 11GB -

VISA GIFT CARD

or: Money hub

$98.00

amazon
S~

Amazon.com gift
card 7008

.‘iendor Money hub

$105.00

Playstation gift
card - 1008

amazon
SN~—"

Amazon.com gift
card 5008

. or: Money hub
$75.00

Ebay gift card -
2508 Balance

or: SANTA

$70.00

ebay

Ebay gift card
2008

¢ amazon
*
£ Lo

- .
E R 3

Amazon gift card
-500$ Balance

[ Vvendor: SANTA

SHOP

$70.00

*NETFLIX
i

Netflix gift card -
1508 Balance

or: SANTA
SHOP

$50.00

amazon
p——

Amazon.com gift
card 8008

amazon
S—-="

Amazon.com gift
card 6008

. dor: Money hub

$90.00

Google play gift
card - 1008
Balance

B8 vencor SANTA
SHOP

$45.00

Itunes gift card -
R00S Ralance

Xbox gift card -
100$ Balance

(B Vvendor: SANTA

SHOP

$45.00

Steam gift card -
100$ Balance

endor: SANTA

ASOS E-GIFT
CARD 3508

Check Point
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MORE THAN A MARKETPLACE

What is to be found on this platform

FAQS REGISTER LOGIN Purple KUSh

Beautiful AAA PK, caked in crystal. Nice colour, distinctly purple.
Close trimmed fluffy fat buds. Pungent kush aroma and flavour.

Stimulants

Product Quantity
1g pure Cocaine 85 EUR=0.010B 1

29 pure Cocaine 160 EUR=0.019B

5g pure Cocaine 375EUR=0.045B

25g pure Cocaine 375 EUR = 0.166 B X Quantity

10g pure Speed 90 EUR=0.011B x 20g Purple Kush 160 GBP = 0.022 B X

— ¢

50q pure Speed 390 EUR = 0.047 B

50g Purple Kush

1009 pure Speed 650 EUR=0.0

100g Purple Kush | 650 GBP = 0.087 B l

29 pure Meth 100 EUR=0.012B

ﬁ CheCk POert ©2020 Ched® P62 ShénkPeiieEbftmtagesbdthnologies Ltd.
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HOME DIRECTORY (DARK SITES LINKS LIST) MUST READ DARK WEB NEWS FREE VPN CONTRIBUTE DIRECTORY DASHBOARD

 DARKWEB NEWS
Munich Gunman Allegedly Bought Gun from the Dark Web

. Byadmin & May 19,2019 © 0 @ 57 Views

David Ali Sonboly, the Munich killer, reportedly bought the Glock 17 pistol from the dark web.

The German police said that though the serial number of the reactivated gun with which the 18-year-old killed nine people was scratched off, it appeared as though it is of Slovakian origin.

[
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ID Cards

Product

Czech ID Card
Netherlands ID Card
Denmark ID Card
French ID Card

Lithuanian ID Card

Price

500 EUR =0.060 B

550 EUR =0.066 B

550 EUR = 0.066 B

550 EUR=0.066 B

550 EUR =0.066 B

MORE THAN A MARKETPLACE

What is to be found on this platform

Quantity

X

X

X

2 D D D

Citizenship

Become a citizen of the USA, real USA passport

We offer bulletproof USA passports + SSN + Drivers License and Birth Certificate and other papers
making you an official citizen of the USA!
It will even work if you are not in the USA yet

How we do it? Trade secret! But we can assure you that you won#t have any problems with our
papers.

We are shipping documents from the USA, international shipping is no problem.

You can use your own name or a new name!

Information on how to send us required info (scanned signature, biometric picture etc) will be
given after purchase.

The total price is 5000 USD, 1000 paid when you order and the other 4000 when we show you
photo and video proof of your passport.
The first $1000 are needed upfront to see you are serious about it. Once paid we will discuss details in our shop internal
message system.

Product Price Quantity
. o 1000 USD = .- X
Your USA citizenship first payment 20% 1000/5000

o o0y rov |

US bank account with online banking and card. Great for cashing out bitcoin. Accounts 1000 USD
will last at least 8 years. 0.108 B

]
I
*

Check Point
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MORE THAN A MARKETPLACE

What is to be found on this platform

File Edit View History Bookmarks Tools Help 2 O

DN HACKING TEAM

¢ @

DEEPWEB HACKERTEAM

V == TF'—\\ }‘" BT

A

INSTAGRAM HACK $199
HACK EMAIL ACCOUNT $239
SPY WHATSAPP $199
DESTROY SOMEBODYS LIFE $899
HACK VISA / Credit Card $199
HACK A OPERATING SYSTEM $299
PASSWORD SNIFFING $169
DDOS ATTACK from $99

(3 Check Point
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MORE THAN A MARKETPLACE

What is to be found on this platform

File Edit View History Bookmarks Jooks Help — O %

DeepDotMarket - Product - Hackin X [iag

¢ o & deepdothh3xqavax.onior 1e B e 1y O . | Q h e B @D s #* »

~

Hacking Facebook Account

L)) Shop with confidence
1 are Escrow protected for
. each product in the market!
Quality rate: e e W W ' proc 8
Type 2D

Seller information

Offers ® 300.00 $ per 1 account, for at least 1

product SSHacker

15% Off with COVID-19 code - @10 0o Q@0
place in order message

Coronavirus

discount

Coins (8

Left/Sold 997 1 accounts / 2 1 accounts

Purchase
type:

Amount: + Add to cart

Details Payment rules Feedback

This listing is for hacking into an Facebook account. Hello. Welcome to SSHacker. We are a group of hackers dedicated to provide the best hacking
services since 2005. SSHacker was founded in 2005 by Jonathan James when he decided to offer services for email hacking. In that years, internet was
dominated by emails, because the social networks didn't exists yet and cell phones technologies were growing. Time has passed and the group increased
gradually and we added new services like: Facebook, Twitter or Instagram. Now, our services are even more than then, including PC/Cellphone hacking,
deface websites, grades change, custom ransomware, etc. We invite you to explore our Hacking Serivces and if you're interested in any of them, hire us!
SSHacker, the best choice. Why should | hire a hacker? Why a hacker? Because if you really want any hacking service, either get a password, spy or track a

) Check Point
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OPEN THE MYSTERY BOX

What is to be found on this platform

File Edit View History Bookmarks Tools Help = o X
[ Mystery Boxs

c @ & hidden24vowyrdc.onion/ p p anufa B % O« |Q h e« B @D s ¥ »

~

Last 24h: Online - 1187 New users - 132 Guests - 1747 ‘ Bitcoin - $7 868 www.coinbase.com Support Login Register

Hioo=N - a MONEY BACK GUARANTEE. KL (= L 7 carr

MARKETPLACE
# HOT SALE Credit cards Fake money  Money transfers Gift cards  Gadgets Porn and Erotic SELLERS LIST

Mystery Boxs online
Products: Gift cards; .4 SEND MESSAGE

If you want new emotions, an unexpected surprise or don't know what to
present to your friend for his birthday, then our product is just for you!

In the box, can find anything, starting from toys adult entertainment, up to a
new iPhone and MacBook Pro 16!

In any case, it will be something unusual and exciting. In our collection of 70
items of varying value (each item in 3-5 copies), which we chose by
conducting anonymous surveys.

We have created 7 different thematic categories of products

In addition, our VIP product contains a collection of 7 unique handmade
works of art by seven masters from different countries and continents.

We do not ship illegal products: weapons, drugs, cloned cards etc. We value
our customers and will not send empty box or a box with bricks or dirty
socks, used condoms etc. All our items have real value.

You won't what is there find out there until you open the box.
This gift will be remembered for a lifetime!

Our Mystery Boxes are perfect for YouTubers looking to create content.

For any inquiries please contact us!

Seller since 11.2019 331 Sales 7 Products Rating

Seller's Products:

!E Check Point ©2020 Ched® P62 ShékPeifieSbftovagesEdttnologies Ltd.
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OPEN THE MYSTERY BOX

What is to be found on this platform
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PLAY THE GAME

Policies and reputation on the Dark Web

y Bookmarks Tools Help File Edit View History Bookmarks Tools Help = O e

otally ancr X [
ally an @ Money Maker — UnderMarket © X +

&« ¢ @

D # gdagpaukr

PayPal, Gift card and Credit cards cash
out services

# paypal, pp & Carding, Gift Cards, PayPal.
Membe: 3 Services, Tra

Sales: 79539

Status: Online

target, visa
Member since: Feb 2018

View vendor —

View vendor —

o Anarallador

eBay Store Amazon Gift Cards

eBay virtual gift cards Digital Amazon gift cards

& Gift Cards & Gift Cards
# amazon, gc, ges, gift cards
Member since: Dec 2016

Wiy NotAuthenticPat

Sales: 85625

Crown
Buyer

My overall ratin

View vendor — View vendor —

E CheCk POert ©2020 Ched® P62 ShénkPeiieEbftmtagesbdthnologies Ltd.
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PLAY THE GAME

Policies and reputation on the Dark Web

File Edit View History Bookmarks Tools Help = o X
€ IDStore-UnderMarket20 X [igd

<« C @ @ [ # gdagpaukrkqujop6.onion

ot/2rss”

CRAIG MENON
21 AUDREY ST
ASCOT PARK 5043

«Exp: 10/01/2018
> DOB; 01/01/1990.

Overall Rating

Product

Shipping

Communication

(=3 Check Point
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THE PEOPLE BEHIND THE KEYBOARDS

Population on the platform

(3 Check Point
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THE PEOPLE BEHIND THE KEYBOARDS

Professions on the platform
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THE PEOPLE BEHIND THE KEYBOARDS

Population on the platform

THE

Inside the Digital Underworld

DARK

Jamie Bartlett

hell of an achievement Buy it and read it.” —The Times (London)
) Check Point
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GOODS TRANSFER - THE RISE OF CRYPTO'S

What is the payment process

IOy oI
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GOODS TRANSFER - THE RISE OF CRYPTO'S

What is the payment process

WebMoney( About WebMoney v  Per:

WebMoney TransFer

universal payment system

Personal

[2]=] %

Pay withdraw

Business

A
%*
|
Budget
management

Make pay

ST S
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GOODS TRANSFER - THE RISE OF CRYPTO'S

What is the payment process

Invisible Transactions

De Andrés said the dark web enables criminals to exploit three legitimate
features of the modern internet: anonymization, encryption and virtual
currencies. The latter has revolutionized money laundering and made cyber-
enabled financial crime a top enforcement priority for investigators.

Organized crime groups are now using centralized virtual currencies like

WebMoney and Perfect Money or decentralized cryptocurrencies like bitcoin to

better cover their financial footprints.

Latin America and the Caribbean was home to the first major international
virtual currency laundering scandal: the US government’s takedown of
underworld cyber banking S}-‘St&llill 2013. Before its closure,
authorities said the service laundered $6 billion worth of illicit transactions tied
to drug trafficking, investment fraud, credit card fraud, data theft and child
pornography.

To further confound law enforcement, Latin American criminal organizations
are employing “money-mule” networks, which structure virtual and
conventional transactions into smaller and more innocuous-looking sums. De
Andrés said each mule receives a commission of between 3 and 5 percent per
transaction.

(=3 Check Point ©2020 Ched R6R3 Shéick ArwifiesbfimagesEdthnologies Ltd.
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GOODS TRANSFER - THE RISE OF CRYPTO'S

What is the payment process

8 08 E] libertyreserve.com/index.
& = C [} libertyreserve.com/index.html iy

-" Google Url Shortener @I Stock photography, @ Online accounting = * Dictionary / Wérter! E] [Source: Ruben van Eﬂ Work Personal E] Get It I,:ﬂ Tools D] Get It

THIS DOMAIN NAME HAS BEEN SEIZED

by the United States Global lllicit Financial Team
in accordance with a seizure warrant obtained by the
United States Attorney's Office for the Southern District of New York
and issued pursuant to 18 U.S.C. § 982(a)(1) by the
United States District Court for the Southern District of New York.

(3 Check Point
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GOODS TRANSFER - THE RISE OF CRYPTO'S

The preferred methodology

0 Blockchain Explorer - Search the X +

[¢) @ blockchain.com/btc/tx/49849b2abd4fbedeat08a0475990fefdc899ca277646b5f9e2aaf6faddc7alef

BLOCKCHAIN.COM Products Data Explorer Q Login Sign Up

BTC / Transaction

View information about a Bitcoin transaction

1%Bit.com

. Manchester
12.03.20 19:55 LASKL iz ¥ United

UEFA EUROPA LEAGUE

49849b2abd4fbedeab08a0475990fefdc899ca277646b5f9e2a... B 2020-03-1103:42

16urQB6QCrghKeldvzHf43ExnZto7pdFkw 00690720 BTC 39VS8tVMpZCDecwXmqSbEefo2azCul19njxk 0.00690292 BTC

0.00000428 BTC 0.00690292 BTC
(2.265 sat/B - 0.566 sat/WU - 189 bytes)
UNCONFIRMED

Details
Hash 49849b2abd4fbed4ea608a0475990fefdc899ca277646b5f9e2aaf6faddc7alef
Status Unconfirmed
Received Time 2020-03-11 03:42
Size 189 bytes

Weight 756

a CheCk POInt ©2020 Ched® RO ShénkPeimesbftwagesFddtdnologies Ltd.
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GOODS TRANSFER - THE RISE OF CRYPTO'S

The preferred methodology

in offers x +

# localbitcoins.com/instant-bitce

Buy S Si itcoins

Results for buying bitcoins online

Trader

(3 Check Point

SOFTWARE TECHNOLOGIES LTD.

8currency=EUR&place_country=

QUICK BUY ‘

Payment method

Payeer

SEPA (EU) bank transfer

National bank

SEPA (EU) bank transfer

SEPA (EU) bank transfer

advcash

SEPA (EU) bank transfer

SEPA (EU) bank transfer

advcash

QUICK SELL

v

Price /| BTC

5,585.19
EUR

5,656.23
EUR

5,683.56
EUR

5,698.08
EUR

5,700.00
EUR

5,710.88
EUR

5,723.62
EUR

5,728.52
EUR

5,738.21
EUR

online_provider=ALL_ONLINE&find-of... ¥¥

Wallet

v

Limits

50-2,766 EUR

50-1,131 EUR

100- 1,019 EUR

100 - 2,000 EUR

5 - 500 EUR

60 - 1,000 EUR

100 - 2,861 EUR

60 - 11,457 EUR

O

=489 @ :

&~ &

©2020 Ched RO ShénkPeifiesbhimiagesbddhnologies Ltd.



GOODS TRANSFER - THE RISE OF CRYPTO'S

The preferred methodology

Enter BestMixer code: | 2

Enter your address: *

33.63%
2hr. 21min.

33.12%
4hr. 41min.

33.25%
6hr. 10min.

Add address

Service fee:* 1.0000%

Reserves for mixing: * Alpha Pool

o) = =

Percentage distribution: &

Transfer delay: *

(0Jo o)

Mixing strength meter: | 2

Strong

E ggﬁgﬁﬁg!ﬂ ©2020 ChedR R6x ChéiokPeimeSbftolagesbddtdnologies Ltd.




GOODS TRANSFER - THE RISE OF CRYPTO'S

The preferred methodology — Monero Evolution

COMPARISON OF

ANONYMOUS

@ PRIVATE (@ FUNGIBLE ( DECENTRALIZED (4

(%) MONERO

¢ bitcoin

©2020 Ched® RO ShénkPeimesbftwagesFddtdnologies Ltd.
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THE DARK NET FOOD CHAIN

Syndicates structure & Roles

Maze Team official press release. March 18 2020

Due to situation with incoming global economy crisis and virus pandemic, our Team decided to help commercial organizations
as much as possible. We are starting exclusive discounts season for everyone who have faced our product. Discounts are
offered for both decrypting files and deleting of the leaked data. To get the discounts our partners should contact us using the

chat or our news resource.
In case of agreement all the info will be deleted and decryptors will be provided.
The offer applies to both new partners and the «archived» ones. We are always open for cooperation and communication.

We also stop all activity versus all kinds of medical organizations until the stabilization of the situation with virus

ﬁ ghﬁg}ﬁg!ﬂ, ©2020 Ched® RO ShénkPeimesbftwagesFddtdnologies Ltd.
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THE DARK NET FOOD CHAIN

Syndicates structure & Roles

Ivan Viktorvich Klepikov Alexey Dmitrievich Bron Vyacheslav Igorevich Penchukov
Aliases: “petrOvich”, “nowhere” Alias: “thehead” Aliases: “tank”, “father”

(3 Check Point
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The leader!

Powerful criminal

Well connected upside down in the
crime scene

And don’t mess with him




Malware authors

. Exploit kit developers

- Phishing kit developers

- Hacking tools developers

™

s Technical

N @ Manager

& Exploiters g
Virus Coders
Programmers

\4 Exploit Kits
= Authors

AV Scanning

i \\y—y\\ Service
s“s

\s‘\ Packing Service
A0 (D)



Developing 0-day exploits

Weaponizing newly
published exploits (1-days)

Allowing malware authors
to evade AV signatures

Selling It as standalone
exploit

™

s Technical

N @ Manager

& Exploiters g
Virus Coders
Programmers

\4 Exploit Kits
= Authors

AV Scanning

i \\y—y\\ Service
s“s

\s‘\ Packing Service
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KNOWN ATTRIBUTED EXAMPLES

Collaboration and Execution — Locky Showcase

File gdit Tools Secure chat Help

.‘ LA EES Xa ()@' ='a
3

i tke For rent
take

mOm3nt0@exploit.im (Jabber) Aug 31, 2018 10:35:59
what is ?
Aug 31, 2018 10:36:18

i some codr
i coder

mOm3nt0@exploit.im (Jabber) Aug 31, 2018 10:36:54
price ?
Aug 31, 2018 10:37:04

80 /450 / 1500
day week month

mOm3nt0@exploit.im (Jabber) Aug 31, 2018 10:37:26
k

\

E gmgﬁt&ﬁg&r& ©2020 Ched RO ShénkPeifiesbhimiagesbddhnologies Ltd.




KNOWN ATTRIBUTED EXAMPLES

Collaboration and Execution — Locky Showcase

- LMNF67FLdocm (Protected View) - Word (Unlicensed Product) Sign in B - X
File Home Insert Design Layout References Mailings Review Wiew Q Tell me what you want to do

o PROTECTED VIEW Be careful—files from the Internet can contain viruses, Unless you need to edit, it's safer to stay in Protected View. Enable Editing

W g This Document is protected!

Open the document in Microsoft Office.
Previewing offline is not available for protected
documents.

If this document was downloaded from your
email, please click "Enable editing® from the
yellow bar above.

Once you have enabled editing, please click
"Enable content" on the yellow bar above.

Page 1 of 2 0 words

D&LL

(3 Check Point
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KNOWN ATTRIBUTED EXAMPLES

Collaboration and Execution — Locky Showcase

_*_=_+
$54=-=._$§~.= v
|- ¥ |=-_==
+_N$=-=

1 IMPORTANT INFORMATION !

All of your files are encrypted with RSA-2048 and AES-128 ciphers.

More information about the RSA and AES can be found here:
http://en.wikipedia.org/wiki/RSA_(cryptosystem)
http://en.wikipedia.org/wiki/Advanced_Encryption_Standard

Decrypting of your files is only possible with the private key and decrypt program, which is on our secret server.
To receive your private key follow one of the links:

If all of this addresses are not available, follow these steps:
1. Download and install Tor Browser: https://www.torproject.org/download/download-easy.html
2. After a successful installation, run the browser and wait for initialization.
3. Type in the address bar: g46mbrrzpfszonuk.onion/9HQHIAYFTGQOYZH6
4. Follow the instructions on the site.

Il Your personal identification ID: QHQHOAYFTGQOYZH6 11!
$__—-~$.

DAL 5 o

(3 Check Point
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KNOWN ATTRIBUTED EXAMPLES

Collaboration and Execution

ORI |
};;Z.attr( dat; ")) 3 4 ;
. .‘ ?=#[A\S]+,$)|’ el ;"; e 4, ) 'L
et ;(lass('CaFOUSEl )) [\ta() ORI I |2 R - B
e {}, Starget.datalls .-
wiver - this,attr('data-s1ide-t0 ) ® | als L .“ 1 (e QUALITY ASSURANCE
indr) options. interval = false g F y \/ 0
tanget, OptiOns) ‘ » LK I’\ 'O

I

[y

IOy oI
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KNOWN ATTRIBUTED EXAMPLES

ollaboration and Execution

=] E3

Englich

ky D L -

nedal software

- or
ecrypt and retum contraol to all your enoypted files.

w to buy Locky Decryptor™7?

can make a payment with , thera are many mathods to get them.
You should register B

Bicoins wikh W
mmendead for fas
rm Union, mca, o

for people in your community wiling to s=l bits

TERCARD or wire transfer.

An intemational directory of bitcoin changes.
Bitooin for cash.
Jar allows direct bitcoin purchases on thair skte.

Refresh the page and downlbad decryptor.

When BLoon transact will recene one confirmation,

(s~ NN

& Check Point
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JS

Disable JS

@

Use VM's

HOW TO STAY SAFE?

Tip for a secured journey on the Dark Net

STAY
SAFE

USE A

Pseudonym

Jargon

) Check Point

OOOOOOOOOOOOOOOOOOOOOOOOO
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THANK YOU

YOU HE BEST SECURITY



