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A Comprehensive Tour of the Dark Web
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DOWN THE RABBIT HOLE 

Agenda 

01. 

A deeper look into the dark web architecture 

02.

What is to be found on this platform 

03.

Innovative technologies? The Dark Web & Blockchain  

04.

Syndicates, collaboration and execution 
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“LIFE IS LIKE AN ONION….” CARL SANDBURG

A deeper look into the dark web architecture 
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“BEGIN AT THE BEGINNING” LEWIS CARROLL

The Dark Web Evolution

Michael Reed
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A brief capture of the Tor browser history and evolution 
https://www.torproject.org/about/history/

https://www.torproject.org/about/history/
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“BEGIN AT THE BEGINNING”

What is TOR?
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“BEGIN AT THE BEGINNING”

The Dark Web Evolution – Indexed & non Indexed pages  
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“IF YOU DON'T KNOW WHERE YOU ARE GOING 
ANY ROAD CAN TAKE YOU THERE”

Network topology, VPN and encryption process 
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“IF YOU DON'T KNOW WHERE YOU ARE GOING 
ANY ROAD CAN TAKE YOU THERE”

Network topology, VPN and encryption process 
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“WHO IN THE WORLD AM I?”

How does One keep Anonymous on the Dark Web?
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“WHO IN THE WORLD AM I?”

Exit Relay – Exposure node 
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“THE MORE THERE IS OF MINE,
THE LESS THERE IS OF YOURS”

Dark Net Nodes Paradigm – Reveal the Man Behind the Keyboard
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“THE MORE THERE IS OF MINE,
THE LESS THERE IS OF YOURS”

Known Exploits, Reveal the Man Behind the Keyboard 

“GCHQ has taps on 200 
fiber-optic pipes, each  

transmitting on average 10 
gigabits per second…. That 

works as being 21.6 
petabyte per day”
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“THE MORE THERE IS OF MINE,
THE LESS THERE IS OF YOURS”
Node and TOR Exploits – Real life example 
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REVEALING THE UNSEEN 
What is to be found on the platform 
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MORE THAN A MARKETPLACE

What is to be found on this platform 
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MORE THAN A MARKETPLACE
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MORE THAN A MARKETPLACE

• What is to be found on this platform 
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MORE THAN A MARKETPLACE

What is to be found on this platform 

Coronavirus 
discount 
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OPEN THE MYSTERY BOX 

What is to be found on this platform 
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OPEN THE MYSTERY BOX 

What is to be found on this platform 
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PLAY THE GAME 

Policies and reputation on the Dark Web
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PLAY THE GAME 

• Policies and reputation on the Dark Web
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THE PEOPLE BEHIND THE KEYBOARDS

Population on the platform 
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THE PEOPLE BEHIND THE KEYBOARDS

Professions on the platform 
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THE PEOPLE BEHIND THE KEYBOARDS

Population on the platform 

Jamie Bartlett
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GOODS TRANSFER - THE RISE OF CRYPTO’S
The Dark Web & Blockchain technologies 
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GOODS TRANSFER - THE RISE OF CRYPTO’S

What is the payment process 
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GOODS TRANSFER - THE RISE OF CRYPTO’S

What is the payment process 
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GOODS TRANSFER - THE RISE OF CRYPTO’S

The preferred methodology 
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GOODS TRANSFER - THE RISE OF CRYPTO’S

The preferred methodology 
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GOODS TRANSFER - THE RISE OF CRYPTO’S

The preferred methodology – Monero Evolution 
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BAD ACTORS SPACE 
Syndicates, Collaboration and Execution 
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THE DARK NET FOOD CHAIN 

Syndicates structure & Roles 
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THE DARK NET FOOD CHAIN 

Life of a hacker 
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THE DARK NET FOOD CHAIN 
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THE DARK NET FOOD CHAIN 



• The leader!

• Powerful criminal

• Well connected upside down in the 

crime scene

• And don’t mess with him 



• Malware authors

• Exploit kit developers

• Phishing kit developers 

• Hacking tools developers



• Developing 0-day exploits

• Weaponizing newly 

published exploits (1-days)

• Allowing malware authors 

to evade AV signatures

• Selling it as standalone 

exploit
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THE DARK NET FOOD CHAIN 
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KNOWN ATTRIBUTED EXAMPLES 

Collaboration and Execution – Locky Showcase
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KNOWN ATTRIBUTED EXAMPLES 

Collaboration and Execution
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“It’s a wonder you made your way out” 
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HOW TO STAY SAFE?

Tip for a secured journey on the Dark Net  

Disable JS

Use VM’s

Pseudonym

Jargon 
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